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Upgraded ESM for Coast Guard Cutters

By Fred lIsemann

s the Coast Guard's participation in

homeland defense gains momentum,
the service will need new and more power-
ful capabilities to fulfill its vital role in
helping to ensure U.S. security. A model
improvement program for enhancing the
capabilities of the Coast Guard’sHamilton
(WHEC-715)-classcuttersisthe addition of
newly upgraded electronic support meas-
ures (ESM) systemsto detect awiderange
of hostile threats to U.S. citizens, vessels,
and property.

Threats to our interests are neither new
nor novel. What is relatively new by mili-
tary standards—and has gained prominence
in the past 20 years—is the concept of an
unseen and sometimes unknown enemy
that cannot be identified with organized
governments. Inlight of today’s dangerous
and confusing geopolitical situation, the
Coast Guard’'s motto, Semper Paratus, has
never been more relevant.

To help guard against such eventualities,
sophisticated electronic warfare (EW) sys-
tems on board modern Coast Guard cutters
must be equipped to provide the earliest
possiblewarning of potential threats so that
rapid and effective interdiction actions can
betaken. The ESM systemsplay akey role
in this defensive capability by providing
passive surveillance of radio frequency
(RF) signals, 24 hoursaday in all weather.
The $9.65-miillion contract for production
of AN/WLR-1H(V)7 countermeasure re-
ceiving set modification kits recently was
awarded to replace existing (V)5 systems
on board Coast Guard WHEC-class cut-
ters. Thefirst of the new upgradesis sched-
uled for installation on six of the high-en-
durance cutters. These systems will sup-
port the Coast Guard's strategic roles of
national defense and maritime security by
increasing the cutters’ maritime domain
awareness. They represent the latest tech-
nology in maritime electronic surveillance
applications.

The (V)7 upgradeisa*maintenance up-
grade’ becauseit retains (with some mod-
ifications) the cutter's AN/AS-4122A an-
tenna and replaces other components with
advanced processors, fiber optic commu-
nications, state-of-the-art frequency-meas-
urement receiver systems, and anew tuner.
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To maximize system sensitivity, all RF
equipment isintegrated with the antennaas-
sembly. A single composite cableincorpo-
rates fiber optic and copper conductors to
transmit data and control signals from the
antennato acontrol display unit that issit-
uated in the combat information centerson
cutters. The function of the upgraded sys-
temsisto identify RF emitters—for exam-
ple, radar and communications links—as
individual aircraft or vessels; then track and
document them in milliseconds to provide
real-time data that greatly improves situa-
tional awareness.

Countermeasure Receiving Set
Modifications

Key technological features of the ESM
modification kits are:
0 Sensitivity: detection of low-powered
signals at adistance
O Probahility of intercept: interception of
simultaneous signals distributed in fre-
guency, range, and bearing
O Automatic processing: correlation of

raw datainto emitter tracks without opera-
tor intervention
O Network connectivity: sharing datare-
sults with other assets, on and off board

It is important to distinguish between
sensitivity and probability of intercept
(POI) because the effects related to these

characteristics often are confused in the
field. The POI refersto the statistical abil-
ity of the system to intercept an RF signal
that isabove the detection threshold; it takes
into account such factors as frequency
sweep time, antenna positioning, and ex-
ternal blanking. (Blanking isthe technique
used to disable an EW receiver whenever an
onboard radar istransmitting to avoid dam-
ageor interferenceto thereceiver resulting
from the high RF power levelsinduced by
the onboard radar.) Sensitivity defines the
minimum input power required for detec-
tion, assuming the system is configured to
intercept the signal of interest—i.e,, it is
tuned to the correct frequency, the antenna
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The Coast Guard's ahility to detect awide range of threatsto U.S. citizens, vessels, and property will
be enhanced considerably by the AN/WLR-1H(V)7 countermeasure receiving set modification kits be-
ing installed in high-endurance cutters—such as the Gallatin (WHEC-721) shown here.

is pointed at the emitter, and there is no
blanking. When a system fails to intercept
asigna inthefield, it may not be insuffi-
cient sensitivity (as often is asserted), but
rather that the system configuration hasde-
graded the POI to prevent detection. For ex-
ample, if asystem using an externa blanker



receivesasignal from an off-board radar at
precisely the same time that an onboard
radar istransmitting, then the off-board sig-
nal is not received— owing to the disable
command from the blanker issued in re-
sponse to the onboard radar—although it
may be abovethe detection level of the EW
system.

System Sensitivity

This is defined as the minimum input
power required to detect asigna. Thelower
the power requirement, the more sensitive
the system. More system sensitivity trans-
latesinto greater detection rangesfor emit-
ters and improved situational awareness.
Generdlly, the ability to locate the RF re-
celvers as close to the antenna as possible
improves system sensitivity because it is
possible to eliminate interconnecting ca-
bles (coaxial and wave guide) that can in-
troduce dramatic reductionsin signal level,
which worsen as cable runs get longer. In
addition, narrow band receivers can be used
effectively to achieve areductioninthein-
tegrated noise floor, making signals of in-
terest easier to detect. To achieve sensitiv-
ity improvements using thesetechniques, a
system’s receivers have to be packaged in
space and power-efficient assemblies that
are “ruggedized” for usein harsh environ-
ments. Further, the system must be able to
operate in the presence of severe electro-
magnetic interference (EMI) caused by a
ship’s own radars.

Thereceiversused intheWLR-1H(V)7
provide awide and narrow band in parallel,
and they are installed in the antenna as-
sembly. They are packaged in environ-
mentally qualified assembliesand produce
a digital pulse descriptor word for every
RF event they intercept. Digital data in-
cludes frequency, pulse width, time of ar-
rival, RF amplitude, and a variety of flags
such as frequency modulation on pulse,
phase modulation on pulse, and identifica-
tion of the signal as a pulse event or acon-
tinuous wave event. This digital data is
transmitted to the system’s central proces-
sor using fiber-optic lines that areimmune
tothe effectsof EMI. The use of apatented
coherent threshol d technique provides con-
sistent detection and resistance to false
alarms across frequency ranges.

Probability of Intercept

Of equal importance to system sen-
sitivity isthe probability of intercept (POI).
It isthe system’s ability to intercept multi-
ple signals at different frequencies, differ-
ent ranges, and different bearings, where

100% POI trandates to seeing al signals
occurring abovethe system sensitivity (de-
tection threshold) al the time. Wide band-
width receiverswith high-pul se throughput
arearequirement for achieving 100% POI.
In today’s RF environment—involving
multiple commercial, military and personal
wireless activity— the capacity to inter-
cept and process all these signalsis essen-
tial to maintaining situational awareness.

One of the core technologies in the
WLR-1H(V)7 system isawide bandwidth
(2 to 18 gigahertz [GHZz]) instantaneous
frequency measurement receiver. This re-
ceiver technology can intercept signalsin-
stantaneously between 2 and 18 GHz at a
rate of more than four million pulses per
second. When used with an omnidirectional
antennaor high-speed (300 revol utions per
minute or higher) direction-finding an-
tenna, interceptsfrom all bearingsare pos-
sible. By using the patented multipath
blanking technique, fal se returnsfrom sea-
surface reflections are eliminated, thereby
maximizing effectiveness of the high-pulse
throughput. Built-in protection from RF
component damage owing to high RF
power levels caused by onboard radars, and
the capability to process and identify on-
board radars, removes the need for an ex-
ternal blanking system.

Automatic Processing

A priority for advanced ESM systemsis
to provide automated processing capabili-
tiesto trandlate each of theindividual pulse
reports into an emitter track that describes
the source of the emissions completely.
Processing must handle today’s complex
emitter profiles and still be able to recon-
figurerapidly to meet the new threats of to-
morrow. Two important features supporting
these goals are the processor hardware and
the software operating systems.

The ability to reconfigure rapidly re-
quires that the latest technologies, such as
field programmable gate arrays (FPGAS)
and commercialy available single board
computers (SBCs), beintegrated with ESM
systems. These devices and commercial
software operating systems prevail in the
AN/WLR-1H(V)7 system architecture. The
receiver interfaces resident at the operator
workstation are controlled by FPGAs and
use software configurable designs that can
be modified and rel oaded without changing
the hardware components of the system—
although it significantly changes system
operation. The SBCs with dual Intel
Pentium 111® processors can be upgraded
with a single board change to keep pace
with advanced processor technology. The

(V)7 s use of familiar Windows® desktops
for ESM applications provides a signifi-
cant reduction in thelearning curves of new
operators, and MS Office® tools for data
collection and emitter database manage-
ment can turn any desktop PC into a po-
tential support station for post-mission
analysis and emitter database updates.

Network Connectivity

While acompletetactical picture of the
electronic environment can be achieved | o-
caly by asingle ESM system, network con-
nectivity is defined asinterfacesthat allow
data to be distributed to other systems and
assets, thus providing maritime domain
awareness to many stations and craft.
Integration with other systems— especially
those that support specific emitter identifi-
cation (SEl)—iscritical to successful elec-
tronic surveillance.

TheAN/WLR-1H(V)7 issupplied with
hardware and software interfacesto support
local and off-board area networks, ship-
board navigation, EW training systems, and
support for SEI processing. The SEI sup-
port isof particular importance to the Coast
Guard's role in port defense and interdic-
tion. By establishing anetwork connection
to an SEI processor, such asthe AN/UY X-
4 developed by the Naval Research
Laboratory, the receivers and antenna of
theWLR-1H(V)7 can be controlled to sup-
port SEI data collection and the processed
track information can be passed back to the
WLR-1H(V)7 to supplement its tactical
emitter track. Meanwhile, off-board net-
work support permits other U.S. units to
view the solution asit isbeing devel oped lo-
caly.

Conclusions

Based on the latest assumptions in po-
litical and military arenas, the need for cut-
ting-edge electronic support measures is
vital to U.S. maritime security. The
AN/WLR-1H(V)7 underscores the impor-
tance of electronic surveillance in home-
land defense by providing the earliest pos-
siblewarning of terrorist threats. It isclear
that the sophisticated technology used in
thisexcellent improvement program will be
of considerable assistance to the Coast
Guard asit adjuststo meet rapidly expand-
ing maritime mission requirements.

Mr. llsemann is general manager of the Defense
Systems Division at Wide Band Systems,
Incorporated, in Newtown, Pennsylvania.
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issile threat
e out here,
e we’ll find it.

Wide Band Systems’AN/WLR-1H(V)7
Countermeasures Receiving Sets

Leading edge ESM technology for real-time
intercepting, processing, locating, and
evaluating missile threats

The Wide Band AN/WLR-1H(V)7 system pro- |.
vides an indigenous ESM capability for the
U.S. Navy’s GV/CVN class and Coast Guard’s
WHEC class vessels. The system provides
real-time intercept, processing, direction
finding, and evaluation of RF signal emit-
ters from 0.5-18 GHz using both automatic
and manual analysis techniques.

Request full details today. s
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Wide Band Systems ... EW at the essence of time.
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Wide B;.?ns, Inc.

Wide Band Systems, Inc. ¢ Defense Systems Division ~ Phone: 215.504.6131 ¢ Fax: 215.504.6136
107 Penns Trail E-mail: marketing@widebandsystems.com
Newtown, PA 18940 web: www.widebandsystems.com
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